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Here’s Looking at You, Kid
Understanding video surveillance, storage and data recovery

for multi-site applications

Multi-National Facility Security

F
ollowing the July
attacks in London
and elevated securi-
ty concerns on all
U.S. domestic pub-

lic transit systems, pressure is
building to address the increas-
ingly critical need to capture, dis-
tribute, store and recover real-
time video surveillance data from
multiple geographically dispersed
locations.

Though no one will likely
debate the speed with which
Scotland Yard sifted through
video footage to locate images of
the probable perpetrators, one fact
is clear: Traditional surveillance
systems that are limited to analog
CCTV cameras, manual security observa-
tion, and proprietary, costly VCR- and
DVR-based solutions are simply not able
to prevent security threats. 

Like many other legacy video surveil-
lance platforms, the video security sys-
tem used by the London transit authority
is limited to forensic analysis. As such,
the response to security breaches will
always take place after the event. Legacy
systems that feature standalone video
storage devices are just as vulnerable to
attack as the people and
property they are trying to
safeguard.

In our world today,
forensic analysis and local
video storage are not
enough. Organizations
should add capabilities that
allow for distribution and
storage of video surveillance
images to multiple locations so that secu-
rity personnel can view video received
from multiple remote locations, save and

index data redundantly, and do disaster
recovery quickly and in real time. 

MIGRATING TO DIGITAL
VIDEO FEEDS
Many facilities have shifted from analog
to digital cameras that produce images
that can be fed over digital networks.
When video is captured in the digital
domain, there’s a lot more you can do
with it. You can distribute it to multiple
places simultaneously so that the proper

people can be watching. You also can
involve other technologies to help analyze
what is being seen, store it in a digital for-

mat and recover it for
viewing and analysis if an
event occurs.

In response to the
growing need for more
proactive video surveil-
lance systems, many
organizations are imple-
menting open platform
video solutions that com-
bine IP-based digital
video surveillance, com-
modity architecture and
networked storage tech-
nologies. By integrating
these technologies, com-
panies are now able to
adopt more cost-effective,
scalable video surveillance

solutions. A combined video surveillance,
storage and data recovery system expe-
dites the real-time recovery of digital
streaming video and enables rapid disk-
based recovery of archived video surveil-
lance footage. 

Fully integrated systems that com-
bine off-the-shelf video surveillance and
storage components with affordable,
open commodity hardware to streamline
deployment also offer attractive cost
benefits. This approach enables integra-

tors and security-conscious
commercial, government
and military organizations
to easily integrate their
choice of technologies in
designing complete surveil-
lance systems that evolve
and scale as new technolo-
gies are introduced.

A combined integrated
surveillance and security solution accel-
erates access to data and enables users
to consolidate multiple video feeds onto

In our world today, forensic analysis and
local video storage are not enough.

Organizations should add capabilities that
allow for distribution and storage of video
surveillance images to multiple locations.



one recording device while seamlessly
scaling to provision new servers on the
network, as well as manage thousands of
cameras. 

INTEGRATING LARGE DATA
STORAGE REPOSITORIES
After digital video is captured and dis-
tributed across a network, it can be stored
inexpensively for later review and analy-
sis, said Anindya Mukherjee, senior
manager, BakBone Software of San
Diego.

“If you just want to store the video for
a few weeks or so, you can save it on a
server disk locally, or preferably on a con-
solidated storage repository using disk-
to-disk. But if you want to analyze that
video or store it for archival purposes, it’s
better to store it in a network-based stor-
age repository or on tape,” Mukherjee
said. “For example, a retail outlet might
want to retain video for 30 days or longer
in case security personnel want to go
back and review events or identify people
who were in a store on a certain date at a
certain time.”

To implement a full disaster recovery
plan, you’ll need to store all video data off
site in case the primary site goes down and
on-site systems are damaged or destroyed.

“Off-site storage more safely main-
tains video data and evidence as part of a
disaster recovery plan. Acceptable off-site
storage solutions for video data include
video server disks, network disk replica-
tion, tape or online backup. The key is to
make sure that data is stored in an inde-
pendent location separate from the pri-
mary location so that a disaster will not
impact both locations,” Mukherjee said.

Online storage or virtual disk libraries
allow you to keep data online and avail-
able for quick analysis and retrieval. Data
can be replicated off site in a disk archive
or on tape. Library policies can be set for
how long data is kept and where it ulti-
mately goes. Virtual disk libraries can be
supported and maintained by an IT
department, thus reducing the workloads
and budgets needed by physical security
departments. 

Other benefits of integrating video sur-
veillance and data recovery technologies
include: 

■ The ability to conduct near-instan-
taneous data restores is a dramatic
improvement over the lengthy
time lags associated with sequen-

tial tape access and recovery. This
ability to facilitate point-in-time
access to video images can mean
the difference between identifying
whether a threat is real or not, and
then in real time, containing or
responding to that threat. 

■ This approach accelerates access
to data and enables companies to
consolidate multiple video feeds
onto one recording device.

■ It also enables the storage of
video both locally and off site in
a variety of formats and qualities,
depending on the purpose and
needs. 

The capacity of the storage systems
required for video data storage varies with
the application. For example, a recently
implemented 200-camera system uses
about 45 Terabytes of storage. Once the
constraints of using a single storage
device are removed and video is stored in
multiple vaults distributed across a net-
work, the applications become much
more useful and versatile. 

The recent reduction in digital stor-
age costs and the wide availability of
analytic tools now enable you to save
huge files for both real-time and foren-
sic purposes. Even a month’s worth of
video images can be scanned to locate
specific events and analyze them for rel-
evant information.

DIGITAL NETWORKS OFFER
MORE VERSATILITY AND
INTEGRATION POTENTIAL
Traditionally, video storage was done on a
VCR or DVR. But today, with massive
data storage available from many different
sources, video data can be stored wherev-
er you need to store it, both locally and
remotely. You’re not limited by what a sin-
gle system or storage device can contain.
You can do local storage, for instance, at
20 fps of very high-quality video. You can
do centralized storage at a location, such
as an airport or government building, at 10
fps for a longer period of time. 

Surveillance and storage industry
experts agree that organizations have a
lot of different choices on how to imple-
ment video data storage solutions.
Instead of struggling with what to do
about the limited capacity of a single
device, you can determine what you real-
ly need to be able to protect all of your
operations. When digital video is cap-

tured, distributed and stored across a data
network, you no longer have the limita-
tions found in traditional analog video
surveillance.

Integrated video and storage systems
are being used today to protect the mili-
tary’s most valuable assets. Previously,
these facilities were protected with tradi-
tional alarm systems and analog cameras
monitored by military personnel and
guards. Recently, however, integrated
digital video surveillance technologies
have been introduced that tie together
solutions from different vendors into one
cohesive security and surveillance sys-
tem.

Government agencies are using these
systems to protect civilian assets, as well.
Other protected locations include high-
way systems and toll roads, airports,
water ports, rail stations, and security-
sensitive corporate facilities and high-
rise buildings.

OVERALL BENEFITS OF
INTEGRATED IP-BASED
SOLUTIONS
The traditional approach to providing
video for security and surveillance appli-
cations has been to employ standalone
hardware that encodes, stores and dis-
plays images from analog cameras locat-
ed relatively close to the device.
Multiplexed VCRs and, more recently,
DVRs available from many vendors have
dominated this market. 

Closed systems using analog video
cameras and DVDs for archival purposes
are not optimal solutions for video
surveillance when decision-makers and
emergency teams are not in the same
place. Because they are self-contained
units, they also are very vulnerable in the
face of disaster. 

The integrated IP-based video surveil-
lance, storage and data recovery system is
a new and far more effective architecture
for these applications. By enabling the
storage of redundant copies at multiple
locations, this type of solution provides a
safeguard that ensures accessibility to
vital video footage no matter how severe
or far-reaching a disaster becomes.
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